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Template only. Adapt to your organisation, risk profile and legal obligations. Not an official ASD document.
1. Prepare
Assign incident commander, deputies and contact list.
Maintain logging, backup, communications and evidence-handling procedures.
2. Identify and triage
Record time, reporter, affected systems and initial indicators.
Classify severity based on service, data, safety and legal impact.
3. Contain and preserve
Isolate affected accounts or systems with change approval where practical.
Preserve relevant logs and evidence; maintain a chain-of-custody record.
4. Eradicate and recover
Remove cause, remediate vulnerabilities and restore from validated backups.
Confirm business service and security monitoring before closing recovery.
5. Notify and learn
Escalate to legal/privacy leads to assess applicable notification obligations.
Conduct a lessons-learned review with actions, owners and deadlines.
References and review
Source guidance: Australian Signals Directorate, Information Security Manual (ISM), https://www.cyber.gov.au/ism ; ASD Cyber Security Priorities for Boards, https://www.cyber.gov.au/ . Verify current guidance and applicability before organisational use.
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