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Template only. Adapt to your organisation, risk profile and legal obligations. Not an official ASD document.
Purpose and scope
Applies to staff, contractors and approved AI services.
Define permitted uses, prohibited uses and approved systems.
Data protection
Do not enter confidential, personal or regulated information into unapproved AI services.
Use minimum necessary information and follow records-retention requirements.
Human accountability
A responsible person must review AI outputs before decisions or external publication.
Do not rely on generated citations, legal advice or security recommendations without verification.
Security and procurement
Record approved AI tools and service owners.
Assess data handling, access controls, supplier security and incident notification.
Exceptions and incidents
Report suspected data exposure, harmful outputs and unauthorised tool use.
Document exceptions, approver, expiry date and compensating controls.
References and review
Source guidance: Australian Signals Directorate, Information Security Manual (ISM), https://www.cyber.gov.au/ism ; ASD Cyber Security Priorities for Boards, https://www.cyber.gov.au/ . Verify current guidance and applicability before organisational use.
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